IMPROVING CRAWLING WITH AN
LLM
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whoami - Daniel Goldberg

e Tenzai- Security Researcher

e BlueHat IL - Content chair

e Guardicore - Infection Monkey (Pre Al BAS)

e \Vuln Research and Exploitation for nearly 20 years
o Windows

o Browsers

e (@ Tenzai - Evaluations, prototyping and hacking stuff
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WHERE CRAWLERS BREAK

I

1

LOGIN

Session state and gated
routes.

2

SAFETY

Blocked or destructive
paths.

3

WIZARDS

Stateful, branching user
journeys.

4
MULTI-STEP FLOWS

Interactions spread across
pages.




REPLACE EVERYTHING

WITH

I

AI?

L

AI EVERYWHERE

Slow. Expensive. Hard to trust

when the task is deterministic.

2

DETERMINISTIC CODE

Fast, predictable, and easier to
trust for well-defined work.




USE AI FOR FUZZY PROBLEMS

L

AUTHENTICATION

Navigate login and recover session
state.

2

SAFETY

Recognize blocked and destructive
paths.
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THREE CONCEPTS FOR ADDING LLMS

MANUAL SETUP
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FULLY AUTONOMOUS

Fully Autonomoy

§ Al Engine Loop

Browser\n(Playwright
Instance)

LLM Context
Window\n(Active Session,
History, Current Map)

Parse State Payload

LLM Reasoner\n(Evaluates
Goals & Selects Next Step)

Run Semantic Evaluation

Return Raw Traffic Logs &
ActionCheck New DOM Snapshot
(Observation)
Emit Action (Click / Type Goal Reached (No
Form / Navigate Flow)

Unexplored Business Flows)

Headless

Execute Action on DOM

ive Target Web Application

2026
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Fully Deterministic

CRAWLEE

Requires manual work

Hard to handle auth, wizards, forms, etc.

Deterministic

Cheap!

Guardrails

o Defaults work..sometimes

o Manual work to add guardrails

Human Operator Layer (Manual Setup)

Log into Target Site via

Copy Cookies & Auth
Headers

Manually Copy Session

State

(

Pass Credentials as CLI
Flags / Env Vars

istic Crawler Engine

URL Queue
Pop Next URL
raler
atana or

Send Authenticated HTTP
Request.

Live Target Web Application

Stream Live HTTP Traffic
Response

Parser & Scope Filter

Extract Links

ScopeCheck

Queue Empty / Complete

ope -> Push to

I*




Fully LLM

e Handles “everything”

e Nondeterministic

e Guardrails?
o Wedon’t need no guardrails
o Proxy as guardrails

e EXxpensive

CRAWLEE

I*

Fully Autonomays Al Engine Loop

LLM Context Window
(Active Session, History,
Current Map)

Parse State Payload
LLM Reasone
(Evaluates Goals & Selects
Next Step)

Run Semantic Evaluation

Return Raw Traffic Logs &

ActionCheck New DOM Snapshot

(Observation)

Emit Action (Click / Type Goal Reached (No
Form / Navigate Flow) Unexplored Business Flows)

Headless Browser

(Playwright Instance)

Execute Action on DOM

[ Live Target Web Application J
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MY SOLUTION: ONE LLM AGENT

A simple, non-SOTA model produces the minimum inputs the crawler

needs.
/’"’ Crawler »  Sitemap
Headers
> Cookies
Landing URL
Crawl Job Orchestrator »  Auth Agent
Access protected pages

\b Blocked URLs Exclusions

étory 2---»  Avoid destructive paths

Authentication headers + exclusion ruleset

Crawlee 2026
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WHAT CAN WE MEASURE?

1 COVERAGE 2 SAFETY
How much of the application did we reach? Did we avoid blocked or destructive URLs?
3 SPEED 4 RELIABILITY

How long did it take? Can we trust it to work?

Crawlee 2026



RESULTS

=50 seconds— 10x slower than non-LLM
crawling.

1 COVERAGE 2 SAFETY
3x more coverage on test sites. Avoided destructive URLs revealed after login.
3 SPEED 4 RELIABILITY

Depends on the underlying LLM.

Crawlee
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DONE? NOT YET.

1 2 3
WIZARDS + WORKFLOWS ITERATIVE SAFETY BURP + CAIDO
Still haven’t solved stateful Safety needs feedback Match the formats

flows across more pages. already in use.

Crawlee 2026



PRACTICE

L

TEST #1

2

TEST #2

3

SITE #3??

Time to test it yourself!

I


https://quotes.toscrape.com/js/
https://quotes.toscrape.com/js/
https://quotes.toscrape.com/login
https://quotes.toscrape.com/login
https://qscrape.dev/
https://www.scrapethissite.com/pages/
https://www.scrapethissite.com/pages/
https://github.com/TenzaiLabs/crawlee
https://github.com/TenzaiLabs/crawlee
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https://github.com/TenzaiLabs/crawlee
https://github.com/TenzaiLabs/crawlee

